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Abstract. Quantum information is a recently emerged, paradigm-changing field
which lays the foundations for quantum technologies. In this article we overview this
fascinating subject, introduce the main mathematical concepts (entanglement, teleportation etc) and discuss forthcoming technologies like quantum computation, quantum
cryptography, quantum imaging and quantum metrology.
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1. INTRODUCTION

Quantum information (QI) and quantum technologies emerged recently as the
“second quantum revolution” [1]. This turning point is based on a paradigm shift of
how we view and process information.
The first quantum revolution started at the beginning of the last century with
the development of quantum mechanics. This development enabled us to understand
the structure of matter, from the atomic spectra to the structure of solids. In turn,
the ability to calculate and predict these properties lead to the inception of key technologies, like laser, transistor and integrated circuit. These ubiquitous devices touch
every aspect of our life and play a crucial role in the digital age, from computers and
mobile phones to satellites and GPS.
If the first quantum revolution gave us the ability to explain the properties of
matter (atoms, molecules, solids), the main focus of the second quantum revolution is
the capacity to control individual quantum systems. Among other things, this ability
enables us to construct new quantum systems with properties not found in nature.
An example are artificial atoms (quantum dots) whose quantum properties (energy
levels) can be tailored according to our needs, unlike those of natural atoms.
The paradigm change behind quantum information is rooted in Landauer’s in(c) 2015 RRP 67(No. 4) 1300–1318 - v.1.1a*2015.12.10
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sight that information is physical. Thus, if we store and process information using
classical devices and the laws of classical physics, we have classical information
science. In contrast, in quantum information science we use the laws of quantum
mechanics to store and process information in quantum devices.
The main message behind the second quantum revolution [1] is simple: quantum is a resource. In other words, if we use quantum systems and manipulate them
according to the laws of quantum (instead of classical) physics, we can perform
things we cannot do with classical systems. Thus, although QI shares some similarities with classical information science, it goes beyond it and enables us to achieve
results impossible by classical means only. Metaphorically, QI extends classical information science in the same way colour extends black-and-white imaging.
One can define quantum information as the art of encoding and manipulating information in a quantum coherent way, using quantum systems and the laws of
quantum mechanics.
Historically, the field of quantum information emerged in the 1980s. Feynman
realized that quantum systems can be more efficient than classical ones for certain
problems, like the simulation of other quantum systems [2]. Deutsch introduced
the first models of quantum computation, the quantum Turing machine [3] and the
quantum network model [4]. Soon afterwards quantum algorithms outperforming
classical ones were discovered: Deutsch-Jozsa [5], Simon [6], Shor [7, 8], Grover
[9].
The “killer app” which launched the field of quantum information was Shor’s
algorithm: a quantum computer can factor large numbers in polynomial time, in contrast to the best classical algorithm which is exponential. This has huge implications
for security (banking, internet transactions etc), since a quantum computer would be
able to break codes efficiently, in contrast to a classical computer.
Starting from 1993 the field of quantum information grew exponentially. One
of the main insights responsible for this growth was the realization that quantum
resources allow us to perform tasks not possible classically – quantum teleportation [22] is a prime example. The central theme of the second quantum revolution
is to harness the power of quantum resources like entanglement, superposition and
nonlocality. This gave rise to a rapid development of several subjects like quantum
computation, quantum cryptography, quantum metrology, quantum communication
and quantum control.
The aim of this article is to give an overview of this fascinating field and of its
many ramifications (Fig.1). The article is intended for a general audience with minimal background in quantum mechanics. We start by introducing the mathematical
framework and the main concepts, like qubit, entanglement and teleportation. Then
we will present the main research areas: quantum information, quantum computation, quantum communication and cryptography, quantum metrology. We end with a
(c) 2015 RRP 67(No. 4) 1300–1318 - v.1.1a*2015.12.10
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Fig. 1 – Quantum information is a paradigm-changing, multidisciplinary field having an impact in
several areas.

discussion about the future quantum technologies and their impact.
2. QUANTUM INFORMATION: MATHEMATICAL BACKGROUND

In this section we introduce the fundamental concepts of quantum information
and the required mathematical background. Some concepts will be familiar from
classical information theory; other will be new and counterintuitive from a classical
perspective. For more in-depth information, there are several overview articles [1,
10–12] and textbooks [13–17].
2.1. KINEMATICS

The basic element of quantum information is the qubit, or quantum bit. A qubit
is a two-level quantum system and is described mathematically by a Hilbert space H:
a two-dimensional, complex vector space with inner product. The state of the qubit
is a column vector in this space | i 2 H. The Hermitian conjugate of | i, denoted
by h |, is a row vector in the dual space:

⇥
⇤
a
| i=
, h | = a b , a, b 2 C
(1)
b
The scalar product between a vector |xi and a dual vector hy| is a complex number
hx|y| 2iC. Thus h | | =i |a|2 + |b|2 is the norm (squared) of | i.
The state of a closed (isolated) quantum system is described by a unit vector
| i 2 H, h | | =i 1, called a pure state; open systems, described by mixed states
⇢, will be discussed later. Since | i and ei↵ | i describe the same physical state,
an overall phase is physically irrelevant. Thus an arbitrary pure state | i of a qubit
is parametrized by two real parameters (✓, ') and can be viewed as a vector on the
(c) 2015 RRP 67(No. 4) 1300–1318 - v.1.1a*2015.12.10
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Fig. 2 – The Bloch sphere. Pure states, like | i = cos ✓2 |0i + ei' sin ✓2 |1i, are described by points on
the surface of the sphere. The states |0i and |1i correspond to the north, and respectively south, pole.
Mixed states are mapped to points inside the sphere, with the totally mixed state ⇢ = 12 I at the center
of the ball.

Bloch sphere, Fig.2:

✓
✓
cos ✓
i'
| i = cos |0i + e sin |1i = i' 2 ✓
(2)
e sin 2
2
2


1
0
where the vectors |0i =
and |1i =
form an orthonormal basis in the 20
1
dimensional Hilbert space of a qubit, hj|i| =i ij , i, j = 0, 1.
One can straightforwardly generalize the qubit to a d-level quantum system,
i.e., a qudit. The state of the qudit is a unit vector in a d-dimensional complex vector
space
2
3
a0
d
1
X
6
7
| i=
ai |ii = 4 ... 5
(3)
i=0
ad 1
P
with di=01 |ai |2 = 1, ai 2 C. An arbitrary state of a qudit contains 2d 2 real parameters (an overall phase is physically irrelevant).
Superposition principle. If | 1 i, | 2 i are two states of a quantum system, then any
linear combination a | 1 i + b | 2 i , a, b 2 C, is also a state (called a superposition
state).
Composite systems. What happens if we have two quantum systems, for example
two qubits? The total Hilbert space is the tensor product of individual Hilbert spaces
H = H 1 ⌦ H2
and its dimension is the product of the two dimensions, dim H = dim H1 · dim H2 .
This is in stark contrast with classical physics, where the composite system is de(c) 2015 RRP 67(No. 4) 1300–1318 - v.1.1a*2015.12.10
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scribed by the cartesian product of individual spaces
S = S 1 ⇥ S2

and the total dimension is dim S = dim S1 +dim S2Q
. Thus for n quantum systems the
total Hilbert space grows exponentially, dim H = i dim Hi ; for n qubits we have
dim H = 2n . On the other hand, the resources required to describe a classical
P system
grow only polynomially with the number of subsystems since dim S = i dim Si ;
for n two-dimensional classical systems the total space has dimension 2n.
This brings us to Feynman’s insight mentioned before: it is very difficult to
simulate a quantum system on a classical computer due to the exponential increase
of the Hilbert space with the number of subsystems [2]. In order to simulate the
evolution of n qubits we need to keep track of 2n coefficients, for example, in a
computer register. Feynman turned this problem on its head: why not simulate a
quantum system on another (well-controlled) quantum system. Thus he introduced
the idea of a universal quantum simulator which can simulate a quantum system
using only polynomial resources. This was the first hint that quantum computers can
be more efficient than classical ones for certain problems.
2.2. DYNAMICS

So far we have discussed the kinematics of qubits, i.e., the structure of the
Hilbert space H of quantum states. We now turn to dynamics, namely how quantum
states change in time.
There are two different processes through which a state can change. The first
is the unitary evolution and this is a reversible process. We can transform a quantum
state | i by acting on it with a device; for a photon, examples include wave-plates
changing the polarisation, or beam-splitters acting on spatial modes. Such a transformation is reversible since we can undo it by acting with another wave-plate with
opposite rotation and hence recover the initial state | i.
Unitary evolution. The evolution of a closed system between two states | 0 i and
| 1 i is given by a unitary matrix U
|

0i

7! |

1i

=U|

0i

(4)

with U U † = U † U = I. This transformation is linear, i.e., the evolution of an arbitrary superposition is ↵ | 0 i + | 1 i 7! ↵U | 0 i + U | 1 i. Note also that a unitary
transformation preserves the norm, h 1 | 1 | =i h 0 | U † U | 0 i = h 0 | 0 | .
The second way a state can change is by measuring an observable A, and this
is an irreversible process.
Observables. A physical observable A corresponds to a Hermitian operator A† =
A acting on the Hilbert space H of the system, A : H ! H. Denote by ai and
|ai i the eigenvalues and, respectively, eigenvectors of A; thus A |ak i = ak |ak i. The
(c) 2015 RRP 67(No. 4) 1300–1318 - v.1.1a*2015.12.10
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eigenvectors form an orthonormal basis haj |ai | =i ij and the eigenvalues are real
ai = a⇤i (since
P A is Hermitian). From the singular value decomposition theorem, we
have A = i ai |ai i hai |.
Measurement. The result of the measurement of observable A on the quantum
system gives one of the eigenvalues aj of the associated operator A. Suppose the
quantum system is prepared in the initial state | i. Since the eigenvectors of A form
an orthonormal basis, we can decompose the initial state as
X
| i=
xi |ai i
i

P

with i |xi |2 = 1 since h | | =i 1. The measurement randomly projects the initial state | i onto one of the basis eigenvectors, say |aj i, with probability pj =
| h |aj ||i2 = |xj |2 ; for simplicity we assumed the eigenvalues are nondegenerate.
After the measurement the system will be found in the eigenstate |aj i corresponding
to the measured eigenvalue aj .
Two important observations are in order here. First, the outcome of a measurement is probabilistic – one cannot predict the result of a measurement, only the
probability of obtaining a particular value.
Second, a measurement corresponds to a set of orthogonal projectors {Pj =
|aj i haj |}, with Pi = Pi† and Pi Pj = ij Pi . Thus a measurement has an associated
basis {|aj i} on which it projects. A different physical observable B has associated
a Hermitian operator B and another set of projectors {Pj0 = |bj i hbj |}. The measurement of B projects the qubit state into one of the basis vectors {|bk i}. Thus
P the same
initial
state
|
i
has
different
decompositions
in
the
two
bases,
i.e.,
|
i
=
i xi |ai i =
P 0
x
|b
i.
k k k
Consider a simple example. Suppose we prepare a qubit in the initial state
| i = ↵ |0i + |1i. If we measure | i in the computational basis {|0i , |1i}, one
will randomly obtain either |0i, with probability |↵|2 , or |1i, with probability | |2 .
However, assume we measure the same state | i in the basis {|+i , | i}, with |±i =
p1 (|0i ± |1i). Since
2
| i = ↵ |0i + |1i =

↵+
p
2

|+i + ↵p2 | i

this measurement will now project either on |+i, with probability 12 |↵ + |2 , or on
| i, with probability 12 |↵
|2 .
As the state collapses after the measurement, we cannot recover the full description of the state (the coefficients ↵, ) from a single measurement. This brings
us to another crucial distinction between the classical and quantum worlds: a quantum measurement perturbs the system. In order to reconstruct the initial state | i we
need to perform quantum tomography on several identically prepared systems. From
(c) 2015 RRP 67(No. 4) 1300–1318 - v.1.1a*2015.12.10
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this statistics we calculate ↵ and .
There are other fundamental differences between classical and quantum systems which play an important role in quantum information. The linearity of quantum
mechanics implies two key results that have no classical analog: the no cloning and
no deleting theorems.
No-cloning theorem [18]: An unknown quantum state | i cannot be cloned.
The theorem states that there is no quantum process (or device) which can
perfectly copy an unknown quantum state | i:
| i |0i 67! | i | i

The proof follows from the linearity of unitary evolution discussed above.
Nevertheless, one can clone an unknown state imperfectly; and we can perfectly
clone only certain states (e.g., from a known orthogonal basis).
The no-cloning theorem is a cornerstone of quantum cryptography and ensures
the secrecy of the transmitted key. Thus an eavesdropper cannot make perfect copies
of an unknown quantum state, and consequently cannot reconstruct the initial state
by measuring the copies.
No-deleting theorem [19]: An unknown quantum state | i cannot be deleted.
This is the inverse of the no-cloning theorem and follows, again, from the linearity of quantum mechanics.
2.3. MIXED STATES

So far we have discussed closed quantum systems described by pure states | i.
However, not all quantum systems can be described by pure states – unpolarized light
is an example.
Another example are systems interacting with the environment. Such a system
is no longer in a pure state. In this case the system is described by a mixed state ⇢.
One can view ⇢ as an incoherent (probabilistic) mixture of different pure states | i i
X
⇢=
pi | i i h i |
(5)
P

i

where 0  pi  1, i pi = 1 are probabilities. The state is pure if the sum has only
one term, pi = i0 .
For qubits, mixed states are mapped to points inside the Bloch sphere, Fig.2.
For example, unpolarized light is described by the totally mixed state and corresponds to the center of the sphere
⇢ = 12 I = 12 (|Hi hH| + |V i hV |) = 12 (|Ri hR| + |Li hL|)

and this decomposition is not unique. Thus one can view unpolarized light as an
incoherent mixture of H- and V -polarised photons, or equally valid, as an incoherent
(c) 2015 RRP 67(No. 4) 1300–1318 - v.1.1a*2015.12.10
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mixture of right- and left-polarized photons; more generally, as an incoherent mixture
of photons polarised along any two orthogonal directions. Importantly, a mixed state
is different from a coherent superposition of states like |+i = p12 (|Hi + |V i); the
two states give experimentally distinct statistics upon measurement in various bases.
Mathematically, the density matrix ⇢ 2 L(H) is a linear operator acting on the
Hilbert space H. It is Hermitian ⇢ = ⇢† , normed Tr (⇢) = 1 and semi-positive definite
(has eigenvalues i 0). It is straightforward to see that Tr (⇢2 )  1. Moreover, ⇢ is
a pure state if and only if ⇢2 = ⇢, hence Tr (⇢2 ) = 1. For pure states ⇢ = | i h | is a
projector.
Assume we have
P a quantum system prepared in the state ⇢ and we measure
the observable A = i ai |ai i hai |; as before, ai and |ai i are the eigenvalues and,
respectively, eigenvectors of A. The probability to measure the eigenvalue ai , corresponding to eigenvector |ai i, is pi = Tr (⇢ |ai i hai |). Therefore the expectation
value (i.e.,
P the experimental average) of A for a system prepared in the state ⇢ is:
hAi = i pi ai = Tr (⇢A). For pure states this reduces to hAi = h | A | i.
To summarize, in this section we introduced the mathematical background of
quantum information. A quantum system has associated a complex Hilbert space
H. The state of the system is described by a density operator ⇢ 2 L(H); for pure
states, ⇢ is a projector and we can describe the system by a vector | i 2 H. For
qudits, the Hilbert space is finite dimensional with dim H = d. The Hilbert space
of a composite
Q system is the tensor product H = H1 ⌦ H2 ⌦ . . . and has dimension
dim H = i dim Hi . The dynamics of a quantum system is given by two distinct
processes: either a unitary (reversible) evolution U , or a projective (irreversible) measurement {|aj i haj |} associated with a Hermitian operator A.
3. QUANTUM COMPUTATION

We now turn to quantum computation and the quantum network model. Similar
to a classical computer, a universal quantum computer can be build from a set of
single- and two-qubit gates. We then discuss quantum entanglement and its essential
role as a resource in quantum protocols.
3.1. QUANTUM GATES

As in the classical case, quantum computation is performed by a succession of
elementary steps. A gate – classical or quantum – is a transformation between an
input state and an output state (Fig.3(a)).
Classical logic is described in the framework of boolean algebras. An important
result is that any boolean function can be decomposed as a product of elementary
gates belonging to a universal set of gates. This gives the universality theorem of
(c) 2015 RRP 67(No. 4) 1300–1318 - v.1.1a*2015.12.10
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Fig. 3 – (a) A gate is a transformation between input and output. Universal sets of gates: (b) classical
computing {NOT, AND}; (c) quantum computing {H, P' , CNOT}.

classical logic: any classical computer can be constructed by implementing only this
universal set of gates. There are several equivalent universal set of classical gates,
such as {NOT, AND}, {NOT, OR} or {NAND}, Fig.3(b).
In the quantum case there exists a similar universality result. Any quantum
algorithm on n qudits can be decomposed as a product of elementary gates from
the universal set. A quantum gate is a unitary matrix (acting on the Hilbert space
of n qudits) and maps an input state to an output state. Thus a single qudit gate is a
unitary d ⇥ d matrix (2⇥2 for a qubit) and a two-qudit gate is a d2 ⇥ d2 unitary matrix
(4⇥4 for qubits). In the following we will focus only on qubit gates. Examples of
single-qubit gates include the Pauli matrices



0 1
0
i
1 0
X=
,Y =
,Z=
(6)
1 0
i 0
0
1

1 1
1
1
the Hadamard gate H = p2 (X + Z) = p2
and the phase-shift gate P' =
1
1

1 0
diag(1, ei' ) =
. We denote by I the identity and by 0 the zero-matrix. The
0 ei'
action of the X gate is a bit flip, |xi 7! |x 1i and of Z gate a sign flip |xi 7!
( 1)x |xi.
Like in the classical case, there are several equivalent universal sets of gates –
this freedom allows us to implement different universal gates tailored to the physical
system used to implement the qubit. Various quantum systems have different types
and strengths of qubit interactions. Consequently, on a given quantum system some
gates are easier to implement than others.
Universality. The following set of gates is universal for quantum computation [20],
Fig.3(c):
{H, P' , CNOT}

(7)

The single qubit gates H and P' generate all single-qubit rotations U 2 U (2). Any
2⇥2 unitary matrix can be written as a product of three rotations along two different
axes x, z:
U = ei ei↵Z ei

X i Z

e

(c) 2015 RRP 67(No. 4) 1300–1318 - v.1.1a*2015.12.10
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↵, , play the role of the Euler angles for a rotation in 3-dimensions and is an
0
overall phase. In terms of the universal gates H, P' we have U = ei P↵0 H P 0 H P 0
for some angles ↵0 , 0 , 0 .
The two-qubit CNOT gate is an entangling gate:
CNOT =



I 0
0 X

(8)

The CNOT gate maps |xi |yi 7! |xi |y xi. The universality theorem ensures that
an arbitrary n-qubit quantum algorithm can be implemented efficiently by an array
of gates from the set (7).
This is known as the quantum network model [4] and is the “standard model”
of quantum computation. Other computational models are: the quantum Turing machine [3], quantum cellular automata, adiabatic quantum computation and measurementbased quantum computation [21]. Although these models are computationally equivalent to the standard quantum network model, the way the computation is realised is
very different. For example, in the adiabatic quantum computation the final result is
encoded in the ground state of a Hamiltonian.
3.2. ENTANGLEMENT

An important open problem in quantum information is to identify the key resources which make quantum computation more powerful than classical one. Although the problem is not fully solved, entanglement is one such resource (other resources are nonlocality, discord etc). In this section we introduce and discuss briefly
this fascinating topic.
Entanglement is a quintessential quantum property – it has no classical analog
and cannot be described intuitively. For Schrödinger, entanglement was “the characteristic trait of quantum mechanics, the one that enforces its entire departure from
classical lines of thought”. Einstein, on the other hand, called it spooky action at a
distance.
Entanglement is also a quantum resource which enables us to perform tasks
impossible in a classical world: teleportation of an unknown state, superdense coding
and quantum cryptography, among others.
So, what is entanglement? A quantum state is entangled if it cannot be written
as a tensor product | i 6= | 1 i ⌦ | 2 i. A tensor product state | 1 i ⌦ | 2 i is called
separable. For simplicity we will denote tensor product states like | 1 i ⌦ | 2 i by
| 1 i | 2 i or | 1 2 i.
Bell states. The simplest example of entanglement is found in a two-qubit system.
The following four states play an crucial role in quantum information and are called
(c) 2015 RRP 67(No. 4) 1300–1318 - v.1.1a*2015.12.10
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the Bell states:
±

↵

=

p1 (|00i ± |11i)
2

,

±

↵

=

p1 (|01i ± |10i)
2

(9)

These states are maximally entangled and form an orthogonal basis (the Bell basis)
in the two-qubit Hilbert space. A compact notation for the Bell states is
|

ij i

=

p1 (|0 ii + (
2

1)j |1 i

1i) , i, j = 0, 1

Thus | 00 i = | + i, | 01 i = | i etc.
Starting from the separable basis states |iji, we can generate the four Bell states
with the following quantum network:
i

H
β ij

j

The reverse network (first CNOT, then the Hadamard gate H) is equivalent to a
Bell-state measurement. A Bell state measurement (or Bell measurement) projects a
two-qubit state on one of the four Bell states | ij i.
The following is a simple criterion to determine if a two-qubit state is entangled
or not.
P
Proposition. A (pure) two-qubit state i,j=0,1 aij |iji is entangled if and only if
|a00 a11 a01 a11 | 6= 0.
Thus, for a pure two-qubit state we can define an entanglement measure, called
concurrence:
p
C = 2|a00 a11 a01 a10 |
(10)

We can show that 0  C  1. For all separable states C = 0; for the maximally
entangled Bell states C = 1.
Crucially, entanglement is invariant under arbitrary local unitaries UA ⌦ UB .
Thus, starting with a separable state | A i | B i one cannot create an entangled state
by performing only local operations and classical communication (LOCC). In order
to produce entanglement we need to have an interaction between the two qubits A
and B, or use a quantum channel (like in entanglement swapping, see below).
Multi-qubit entanglement. Although two-qubit entanglement is straightforward
to characterise, multipartite entanglement between several qubits or qudits is much
more difficult to analyse. This is an active research area, but so far there is no general classification of multipartite entanglement. We do not have a complete picture
of how to characterise entanglement between different quantum systems or what is a
good (and complete) entanglement measure.
Nevertheless, there are several important results. For example, three qubits can
(c) 2015 RRP 67(No. 4) 1300–1318 - v.1.1a*2015.12.10
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be entangled in two nonequivalent ways, the so called GHZ and W families:
|GHZi =
|W i =

p1 (|000i + |111i)
2
p1 (|100i + |010i + |001i)
3

(11)
(12)

These two states have different “flavours” of entanglement and can be generalized to
n qubits:
|GHZn i =
|Wn i =

p1 (|0 . . . 0i + |1 . . . 1i)
2

=

p1 (|0i⌦n + |1i⌦n )
2

p1 (|10 . . . 0i + |01 . . . 0i + . . . + |0 . . . 01i)
n

=

(13)
p1
n

n
X
k=1

Xk |0i⌦n

(14)

where Xk is a bit flip acting on qubit k. The GHZ- and W -type of states can be
used as a resource for different quantum protocols, i.e., to perform different tasks.
Many other families of entangled states are known, like Dicke states, stabilizer/graph
states, concatenated GHZ states, matrix product states etc.
Entanglement generation. Since entanglement is a sine-qua-non resource in different quantum information tasks (communication, computation, teleportation) generating different entangled states in a controlled way is very important.
Photonic entanglement is generated by spontaneous parametric down conversion (SPDC): a pump laser, incident on a nonlinear crystal, randomly produces pairs
of entangled photons. The problem of SPDC is the low efficiency (roughly only one
in 1012 pump photons yields an entangled photon pair) and the random nature of the
process.
Thus an important milestone for quantum technologies is to have an on-demand
source of entangled photons working at room temperature: whenever we press a
button, an entangled photon pair is produced. Promising technologies for generating
on-demand photonic entanglement are NV centers in diamond, quantum dots and
integrated photonic chips.
3.3. QUANTUM PROTOCOLS

After discussing entanglement in the previous section, we now turn to its use
as a resource. In this section we describe several well-known quantum protocols.
These protocols have no classical equivalent and can be viewed as building blocks,
or primitives, for more complex quantum communication tasks. The two parties
involved are usually called Alice and Bob.
Teleportation [22]. In this protocol Alice and Bob share an entangled state, say
| + i = | 00 i. Alice also has another qubit, in an unknown state a |0i + b |1i, which
she wants to teleport to Bob. She performs a Bell state measurement on this qubit
and her half of the entangled pair, thus obtaining two classical bits i, j = 0, 1 which
(c) 2015 RRP 67(No. 4) 1300–1318 - v.1.1a*2015.12.10
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Fig. 4 – Quantum teleportation.

she sends to Bob. Upon receiving the two bits i, j, Bob applies a transformation
on his half of the entangled pair shared with Alice and recovers the unknown state
a |0i + b |1i. The protocol is shown in Fig.4.
We can write the state of the three qubits (the first qubit is the unknown one
and the other two are the entangled pair | + i23 ) in the following way:
↵
↵
(a |0i + b |1i)1 ⌦ + 23 = 12 { + 12 ⌦ (a |0i + b |1i)3
↵
+
⌦ (a |0i b |1i)3
12
↵
+ + 12 ⌦ (a |1i + b |0i)3
↵
+
⌦ (a |1i b |0i)3 }
(15)
12
P
In a compact notation this is i,j | ij i12 [Uij (a |0i + b |1i)]3 , where Uij 2
{I, Z, X, XZ}, i, j = 0, 1 is a unitary transformation.
After Alice performs a Bell measurement on the first two qubits (and obtains
two classical bits i, j), the third qubit will collapse to [Uij (a |0i + b |1i)]3 . To recover
the unknown state a |0i + b |1i, Bob has to apply the corresponding inverse transformation Uij 1 2 {I, Z, X, ZX}. This explains why Alice needs to send Bob the two
classical bits i, j.
Superdense coding [23]. This protocol is the dual of teleportation: Alice transmits
to Bob two classical bits by sending one physical qubit, Fig.5(a).
As before, Alice and Bob share an entangled pair. Alice encodes two classical
bits i, j by applying to its state one of the four unitaries Uij 2 {I, Z, X, XZ}, then
sends her qubit to Bob. On his side, Bob performs a Bell measurement and obtains
the two bits i, j encoded by Alice.
It is important to note that in both teleportation and superdense coding Alice
and Bob consume a maximally entangled state (Bell pair). Thus entanglement is a
consumable resource which has to be replenished.
Entanglement swapping [24]. Suppose we start with two pairs of entangled particles (1,2) and (3,4): | + i12 | + i34 . This state can be written as a sum of pairs of
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Fig. 5 – Quantum protocols. (a) Superdense coding. (b) Entanglement swapping.

entangled
Bell states, but now between particles (1,4) and (2,3): | + i12 |
1P
ij | ij i14 | ij i23 . Explicitly, we have
2
↵
↵
↵
↵
↵
↵
+
+
+
+
1
=
{
+
2
12
34
↵14
↵23
↵14
↵23
+ + 14 + 23 +
}
14
23

+i

34

=

(16)

Assume we now perform a Bell-state measurement on particles (2,3). This will randomly project particles (2,3) on one of the Bell states and, simultaneously, also
project the other two particles (1,4) on the same Bell state. The result of this operation is to swap the entanglement between the pairs: (1,2) (3,4) ! (1,4) (2,3), see
Fig.5(b).
This protocol shows that two particles which never interacted directly can be
entangled. Entanglement swapping is an essential primitive for entanglement distribution over arbitrary distances. In optical fibres single photons can travel ⇠300 km
before they are absorbed. Since cloning is forbidden, quantum repeaters use entanglement swapping in order to extend the entanglement link beyond the distance of
direct communication. The protocol is thus essential for a future quantum internet.
4. QUANTUM TECHNOLOGIES

In this section we briefly overview several applications of quantum information. We will see how previously discussed concepts – superposition, entanglement,
no-cloning etc – are the cornerstones of new quantum technologies. These technologies play an increasingly important role and mark the dawn of the second quantum
revolution [1].
4.1. QUANTUM CRYPTOGRAPHY

Quantum key distribution (QKD), also known as quantum cryptography [25],
is the most mature quantum technology. This is an active research field with new
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Fig. 6 – The BB84 protocol. Alice sends single photons polarized |Hi , |V i , |+i or | i. Bob
randomly measures in either H/V or ± basis. The no-cloning theorem ensures an eavesdropper (Eve)
will increase the error rate hence will be detected.

protocols discovered (and improved) regularly. Here we briefly describe only the
Bennett-Brassard (BB84) protocol. Other examples can be found in Ref. [25].
In BB84 the two parties, Alice and Bob, establish a secret key which they
subsequently use for encryption. The classical part of the protocol employs the onetime pad (Vernam cipher) which is provably secure if:
(i) the key is a random number with the same length as the message;
(ii) the key is never reused;
(iii) the key is known only to Alice and Bob.
To encode the message, Alice XORs bitwise the plaintext with the secret key.
The resulting cipher-text is transmitted via a public channel to Bob. To decrypt the
message, Bob XORs the cipher-text with the same secret key and obtains the original
message.
The main problem of the one-time pad is to ensure the distribution of the secret
key between Alice and Bob. The key is consumable (it is never reused) so the parties
need a fresh key for each message. In a classical world an eavesdropper can intercept
and copy the key without Alice and Bob knowing. Quantum cryptography solves
the problem of distributing securely the key between Alice and Bob (hence the name
QKD).
In the BB84 protocol Alice sends Bob single photons prepared in one of the
four polarizations (Fig.6): |Hi , |V i , |+i , | i, where H(V ) denote horizontal (vertical) polarization and |±i = p12 (|Hi ± |V i). Bob randomly measures in either H/V
or ± basis. In the basis reconciliation step, Alice publicly announces the basis (but
not the value) in which she sent the photons. Bob compares this with the basis in
which he measured the photons and they both keep only those measurements for
which the two bases coincide. Only in this case the value of the qubit sent by Alice is
the same as the value measured by Bob. These values form the raw key from which
the final secret key is extracted following other classical steps (privacy amplification
etc).
The no-cloning theorem ensures that an eavesdropper (Eve) cannot perfectly
copy an unknown state. If Eve tries to measure the single photon, she will introduce
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errors and thus will be detected. In case the measured error rate is above a certain
threshold (depending on the protocol), the communication is insecure and Alice and
Bob abort the protocol.
QKD systems already exists on the market and are commercialised by companies like ID Quantique [26] and MagiQ [27]. State of the art QKD experiments have
a range of ⇠144 km in free space and ⇠300 km in optical fibre [28]. In order to extend the range of optical fiber QKD systems above 300 km we need to use quantum
repeaters. However, quantum repeaters are not yet implemented due to technological
difficulties (like viable quantum memories); these, nevertheless, can be overcome in
the foreseeable future.
For a global quantum network (quantum internet) a crucial step is to achieve a
QKD exchange between a ground station and a satellite [29]. Several research groups
from Austria, Canada, China, Italy are working to implement ground-to-space QKD
in the near future.
4.2. QUANTUM METROLOGY, SENSING, IMAGING

After quantum cryptography, the second generation of quantum technologies
most likely to emerge are quantum metrology [30, 31], sensing and imaging [32].
Quantum sensing/imaging technologies [32] are developing fast and several applications have been proposed recently: quantum lithography [33], quantum illumination [34], quantum-enhanced positioning and clock synchronisation [35], longerbaseline telescopes [36], super-resolving quantum radar [37], quantum spectroscopy
[38], compressive object tracking with entangled photons [39], entanglement-enhanced
microscope [40], quantum-secured imaging [41], probing delicate materials [42].
The main idea is to use entangled states as a resource to beat the standard quantum limit (shot-noise limit), in the case of metrology and sensing, or the diffraction
limit, in the case of lithography.
To understand how quantum metrology works, consider the standard way to
measure an unknown parameter '. We prepare a probe in a known state, then we
let the probe to interact with the system, and finally we measure the probe. This is
equivalent to apply a known signal at the input of a “black box” (the unknown parameter) and then to measure the output; by processing the output signal we estimate
the parameter ' (prepare, probe, measure, estimate).
A very general scheme is shown in Fig. 7, where the unknown parameter '
is the phase difference between two arms of a Mach-Zehnder Interferometer (MZI).
Here the phase difference is proportional to the length difference x between the two
arms ' = 2⇡ x. The same scheme can be used for atomic clocks, in which case
' = !t, with ! the transition frequency between two atomic levels. The precision of
the clock is given by how precise we measure the phase '.
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Fig. 7 – (a) A Mach-Zehnder interferometer (MZI) used to measure an unknown phase '. (b) The
equivalent quantum network, where the beam-splitters correspond to a Hadamard gate H and the
phase shifter to P' .
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Fig. 8 – Classical vs. quantum measurement protocols [30, 31] for estimating an unknown parameter
'. Classical: the N photons are prepared in a separable state | i⌦N . Quantum: the initial N -photon
state is entangled.

Microscopically, a signal is composed of a number N of photons prepared in
some initial state. For a classical signal, the photons are uncorrelated, hence the initial state is equivalent to a separable state | i⌦N . In this case the error in estimating
the parameter ' (giving the measurement precision) is [30, 31]:
1
'C ⇠ p
N
Suppose now we use as a probe a quantum signal, i.e., we prepare the N photons in
an entangled state (Fig. 8). In this case the resolution becomes
1
N
Which quantum states can achieve this precision? An example is the |GHZN i
state. For N photons in a Mach-Zehnder interferometer, this is equivalent to the
N OON -state, |N OON i = p12 (|N 0i + |0N i). To summarize, we have:
'Q ⇠

|

in i

'

classical
|+i⌦N
p1
N

quantum
|GHZN i
1
N

In conclusion, using entangled states as quantum probes improves the measurement
(c) 2015 RRP 67(No. 4) 1300–1318 - v.1.1a*2015.12.10

18

Quantum information and quantum technologies

1317

p
precision by N compared to a classical state.
A similar result can be achieved in quantum lithography [33] and quantum
microscopy [40]. By using N OON states we can achieve super-resolution x ⇠ 2N ,
thus beating the Abbe limit x ⇠ 2 from classical optics.
5. CONCLUSION AND FUTURE IMPACT

It is difficult to overstate the role of fundamental physics in the history of civilisation. Thermodynamics played a central role in developing efficient steam engines
crucial to the Industrial Revolution. Electromagnetism and Maxwell equations were
the main drivers of technology during the 20th century – electricity, radio, television,
interplanetary communication, radar, computer, internet etc – culminating with the
Digital Revolution.
In the 21st century quantum technologies, rooted in quantum mechanics and
Schrödinger equation, will come center stage. Quantum information science and
quantum mechanics are expected to play a similar role to that of classical information
theory and electromagnetism in the past century.
The 2012 Nobel Prize for physics reflects the growing importance of quantum
information. The prize was awarded to Serge Haroche and David Wineland [43]
“for ground-breaking experimental methods that enable measuring and
manipulation of individual quantum systems.”
We are at the beginning of the second Quantum Revolution [1] and it is impossible to predict where this journey will end or what discoveries will be made on the
way. But one thing is certain – like previous fundamental theories of physics, it will
have a profound impact on society.
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