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Abstract The paperdelves intothe radiological emergencies consecutive to the
hypothetical use of Radiological Dispersion DevicegRDD) i a new class of
paraphernalia believed to make a way in #ieenal ofcontemporaryterrorismi
bearingin particular on the modeling, simulatiand visualizationof the physical
phenomenology involvedthe environmental contamination, health effects and
response measurexpected The value of dedicated softwateols in a preactive,
anticipatve preparednesdor confronting such disruptive eventand mitigate
consequences emphasizeand illustrated using as reference fremework of the
internationalexercise Batal-Maghrib, November, 2018onvened andield under the
aegis ofthelInternational Atomic Energy Agency, IAEA.
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1. INTRODUCTION

While the lethal potential othe radioactivity wassadly,a late revelation to
the pioneers in the field (Marie Sklodowska Curie, 1934)ntt®mn of deliberately
using radioactive material as a weapon is documented as an eXtrénomly
academid expression of @ossibletcontinuation of politics bytber meang[1] in
the years ofdesperatesearch forsolutionscapable of decidingat all coststhe
winnerin the2™World War.

A documentin the Manhattan Project archivesow in the publicdomain
summarizegn analysis byhree eminent scientist the times a the, quote@Jse
of Radioactive Materials as Military Weap®f2]. The text accurately highlights
severalattributes thatif takenin cold blood,could have made the solution an
option on the theater of operations and beyond the fromtlithe efficiency as a
means of extermination (effect/mass ratitg insidious charactetttfe use cannot
be promptly deteced); the irreversibility of the harm done(lack of effective
medical treatmet versatility in terms ofdeployment a wide fan of tactical
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objectives of election including the severe impairmenbf infrastructure and
strategic areas for long periods of time; eliminafirdpacitationof personnel
anddevastatingpsychological dects at massscale If ever discussedheideawas
ne\er effectively contemplatess applicableand the leasimplemented

However, as it happens so ofteit, lingered aroundindependently as an
almost unavoidablevild thought in the ebullient seindtech community of the
postwar decadedpng enougho eventually meet a new geopolitical environment
and cultural mindset to fi@cubate itself, to the exteof currently representing a
clear and present danger

The Radioactive Dispersion DevicRDDs)o r , p o piyl bamb®iy ,
as thee terror parapheralia came to be recognized nowadaysare rightfully
treated by international lawsder the same regime #ee chemical weaporend
are,therefore prohibited However, the chief flaw of this precautionary provision
is that, predictably, the RDDs will ndte usecby stateactorsmindful of Law and
Ethics but by the militant entities in the astystem asymmetricand hybridwars
in which these are engagdd. effect,according to analystsvhencompared with
the atomic fission weapgnthe RDDsarethe most likely candidates to be uséd
because being by famore affordableboth technically and financially thus
providing the ia®gdatvedto dhe teffebtssaughtt byt tide
perpetrators

Generally, an RDD consists of a propellant arfdagyloadi theradioactive
material intended for dispersarhe latteris a radionuclide or a mixtures of
radionuclidesi fission productsn the spentfuel of nuclear reactorsor derived
from radiation source$or industrial or medical uséA referenceclassification of
nuclidesthat make possible/probalbtandidats for use in adirty bomibis given
by InternationalAtomic Energy Agency (IAEA) Vienna[3]. From a list of over
100 radioactive isotopes nine speciegre emphasized with cobalt60 1
outstandng for accessibility; and caesiunt137 along with strontiuR®0 i for
persistence (long halfves) andhigh radiotoxicity.

Most of the candidatauclides are, among others, alpha and/or-betave,a
fact conduciveto interna) potentially fatalcontaminabn. The IAEA experts
emphasize three physical quantitiepomaryrelevancdan assessing the degree of
danger posed by any uncontrolled use of thelear speciess listed (i) a
plausibleactivity expected n payload in the order offeraBecquerés; (ii) the
dose rate expectect 1 meterdistance from the sourcen the of Sievertsand (iii)
the short exposure time up tthe accumulation of a InSv total effectivedose
equivalent which represents a generalgceptedcainnual dose limit for irdiation
of a personn the genergbopulation from all sourcesatural or artificial

If the procurementof the radioactive material may pose sorheyet not
unsurmountablé degree of difficultythe propellants are extremely affordable and
caninvolve sich common articless glassbottles or kitchen pots gasoline, or
thermite-like mixtures availablever the countein hardware shopsn many parts
of theWorld [4]. One grade of sophistication up, propellants caaNdedlied from
decommissionednd/orloosdy securedpostCold-War military warehousesAnd,
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as a sidenote,any possible objection regarding the suicidal character of handling
the radioactive materials in suchsual mannersasbecome irrelevant, given the
culture of martyrdomlately embracedby the terror hit actors of algesand
backgrounds.

To the frequenthasked question as to weather or not the uncontrolled
handling of radioactive material isally that dangerousan event originating in a
tragic combination of professional negligeraxed innocentpublic mistake bears
witness in a spectaculananner the Gadiological inciderd (official term) at
Goyarg, Brazil, September 13, 198%], involving an orphan coba@0 medical
source of ca7 TBq and lethal dose® personsactually registredof ca.5 Gray
(500 rem). Following the involuntary irradiation249 pe&sonswere contaminated
Of the 151 persons who presentdooth external and internal contamination
20 peopleendedseriously ill and 5 people diedduch in the same note one may
mention the radiologicalmishapat Lja, Georgia, where three woodcutters have
found two heatmanating containers filled with 4D0 Curies of strontiunthat
theydecided taise as ahackstove in December, 20Q1

And, on the darker side of the matter haibg ill-intended actions against
people and propertyan opencompilation of severaleventsof notoriety may
include [6]: the buried container ofadioactivecaesium in a park in Moscow,
Russia, by a group of Chechen rebeidNovember, 1995; the steadj of 19 small
tubes of eesium used in the treatment of cervical cancer from a local hospital in
Greensboro, North Carolina, U.S.An March, 1998; the container filled with
radioactive materials and attached to an explosive device hidden near a liaidway
found in a suburban area 10 mil&mst of the Chechen capital Groznn,
December, 1998; a former member of a gang with known connections to terrorist
groups arrested on an airport in Chicago, lllinois, U.S.A. on suspicion of planning
to build and deinate a dirty bomb in an American ciiy, June, 2002; and the
hijacking of a truck transporting a teletherapy sourceotialt60 (111 TBq) from
a hospital in Tijuan&@o a waste storage facilitin December, 2013, Mexico City,
Mexico[7].

The sedative tioughtthat, in none of these situations, the malevolent goals
of the perpetratorsvere not achievedhouldappear of secondary importangben
compared to the naked fact that such thicgsindeed happerin fact, the use of
terror as an assertive motiagainst the Systeina ny 0 Siyhastmevwed) over
a time span of only a few years, from the
unthinkabled6 into the real i f e, entailing

Though hesitantly and sometimes in confusing manmtieesawareness on a
complexity exceeding the original blueprint of a renewed and better World Order
and human brotherhood is dawning upon the governance establishment. In
particular, not only the topical substance of the Nuclear Emergency Preparedness
got enhanced, but its very chief paradigm knew a dramatic shift.

As knowl edgeabl e Ité rotaomatter ofvifpdi sc ea inta tntoew, odf
wher@ Such a change, from a reactive towards agmtove perspective is currently
at the core of reviewed poligef international organizations and forums as well as
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of national institutions and bodies in charge with the security of the citizen and the
stablity of Society at large (Figl). In plain words, the prospect of disasiedeed
happeningends now to bembraced beyond the traditional probabilistic wavering,
having as consequence an enhanced emphasis on informed event diagnosis, effect

prediction and projections on Owhat happens
response management.
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..."An intentional dispersion of RM into the
environment and the intentional exposure of
people by radioactive contamination of public
domain areas may be extremely harmful...
The reduction of the threat of radiological
weapon attack by terrorist groups using, for
example, explosive dispersion of radioactive
materials (“dirty bomb” or RDD - radiation
dispersion device), is one of the priority tasks
of the IAEA...

... Terrorist use of an RDD (...) is considered
far more likely than use of a nuclear
explosive device.

The primary purpose of terrorist use of an
RDD is to cause psychological fear and
economic disruption. (However) some
devices could cause fatalities from
exposure to radioactive materials.” (U.S.
Govt source)

Fig. 17 Looking aoundi from a reactive to a practive posture
(web graphics used in tleempilation gratefully acknowledged)
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This, in turn, gives a powerful boost to modeling, simulation and
visualization as essential components of the intellectual effort to preveatithe
and adequately respond to offenses, of whatever nature and dtriginin this
context thathe paper reportsn an exercise to articulate specific physical models,
simulation techniques and visualization solutions into a method and software to
addess the Radioactive Dispersion Devices threat in a manner thought meaningful
for analysts, decidents and emergency respontieesessay comes in a steady line
of work by the same authorsi[B3], chasing risks and vulnerabilities in the nuclear
fuel cycleunder the pressure of threats thought long forgotten along with the Cold
War, and yet back with uswith a vengeance.

2.MODELLING RDD EVENTS

Thefirst step taken was to put together a set of terms of reference, drased
the availablecasuistryand expg opinions In particular, attention was drawn to a
couple of evens that came tobe frequently quoted asase stui@s in urban
terrorismi the Boston incident, April 15, 20134]; and, almost ten years back,
the Madrid train bombings @1-M§, March 11,2004 [15]. The findings 1
summarized in Fig2, were directlyinstrumentalin defining andarticulating the
required features of the RD&vent.

Most Likely RDD
Economy of force and physics

. . ; v" Improvised
First explosion v Explosive

i 5 o v Possibly incendiary

Second explosion

Assessment recommendations
¥ Use computer models and measurements.
Project where contamination is and levels,
Determine projected dose rates
Rapid
Recommendation to Incident Command
and Emergency Operations Center

Multiple events assessment

Fig. 21 Terms of referencein modeling of RDD everts.
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For the dual taxonomy identified featuring either lesjve, or incendiary
RDDs, a business logic reflective to the Physics of the processes involved, on the
one hand, and of the emargets of the event assessment as recommended in the
terms of reference on the other hand, had to be designed and implemented

2.1 THEBUSINESS LOGIC

As indicated in Figure 3, the logics would take the analysis fhmmelease
of radioactivityinto the environment the Source Terni to the environmental
dispersion ad contamination to the appropriateadiological assessmenta dose
projections to an event diagnosisexpressed via cleaut countermeasure
recommendationandhealth effect specificationisif any expected.

The significant differences betweetthe explosive and incendiary
mechanisms of radioactivity release hagquired that the two paths be addressed
in specific mannes. As a result as indicated in Table the executivelevels
&Sourcd athospheric dispersi@ndiffer, whereast h e | Exposures o]
Contaminatiod ,Dosé® aCodnteineasurés a r e Visimiaeinm neethaod|
although administratively separdtén the software implementatiormhe level
d&Communicatiof cbnspletely shared, viadedicatedveb serveembeddedn the
desktop applicatian

A summary on the modé&atures is given ifablel.

Source Physics
Atmospheric Dispersion Physics

Ground-level Exposure, Contamination

Dose Projections

Countermeasures,
Potential Health Effects

Fig. 31 Thebusiness logiof the asessmergngine
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Tablel
RDD mockl features

Models Chief Sensitivities RDD-Explosive RDD-Incendiary
Initial propulsion  Explosive impulse Fire heat pumping
Release Time O 1 sec. 1 sec. to a few minutes
Cloud Rise Synchronous puffs Sequential puffs
Nuclide Mix
Meteorology Wind, stability, precipitations
Terrain orography, roughness
Event scale NearField (1 to 10 km +)

2.2. THEIMPLEMENTATION

An operativeworkflow implementing the business logic abavas designed
to covertheroad fromthe constitutive equations of theadels involved (Fig4) to
algorithms, executive codes, ense numbers, information and action
recommendationlthough tightly integratedhe followingstepsemerge:
Thelnput (Fig. 57 Preparatory Op¥ bringingtogether
9 initial interrogations concerninthe place of the evenand its nature
(explosion, fire)
1 assumptions about the propellant;
1 adhoc generation of a georeferenced framéwof the event, from
resident resources of the computer system;
i automatic acquisition of the weather forecasting from public web
sources; and
i the creation of a virtual work space consisting of networks (matrices)
and vector data.

TheProcessing(Core Ops:

i generates spatial data for characteristic quantities of RDD effects
dilution factors, airborne activity concentrations, ground depositions,
doses relevant for the adoption of countermeasures, or exceeding
thresholds of potential health effects;
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computesthe radioactive cloud rise, according to the event nature
(explosion, or fire);

automatically determines the area to be monitored and mapped, by
setting appropriate bounds in terms of the activity dispersed over the
territory;

automatically computes andtegrates the territorial distribution of the
airborne timeintegrated concentration at ground level; and of the
ground deposition, considering the relief (local differences in elevation
compared with the source) and the meteo forecast (wind, atmospheric
stability, precipitations

TheOutput (Conclusive Ops

1

converts the territorial distribution of the time integrated dilution {s/m
in the distribution of an adimensionakposure Indicatgrobtained via
a natural logarithmic correlation:

E(x,y) = (—1) X logyg(DFpin) — (—1) X logyo(DF (x,y)) (1)

whereDF i, is the minimum value of the dilution factor at the boundary
of the monitoring area andF(x,y) is the local dilution at the metric
coordinatesx andy of the mapped space (to be noted that the dilution
factors are all lower than 1.0p ¢hat the first term in Eq.(1) is always
superior to the others). This would allow a fast comparison of the
territorial grades of exposure in terms of a simple, conventional
quantity, which can be helpful in a preliminary assessment of the event
severity.

The Communications (Results Communication Ops

1

automatically generates Situation RepofgRes) in web-publishable
formats (.html, .kml), containing:
- a canvas mapf the Exposure isoling over the terrain topography, in
desktop GUI an@oogle Earthversions;
- web-publishable maps of the exposure and dose data grids and isolines
using public map services lik®penStreetMag17], Thunderforest
[18], ESRI[19], underLeaflet[20] technology; as well as
- thel/O (input/output)complete data file, witkexplanaory comments
openson request the embedded weénger of the software platform,
publishing the results on the Internet
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[ Preparatory Ops ]

* Minimal Input
* Generate extended input
* Generate framework

[ Core Ops ]

= Create expected output grids
* Assessrelease initiation
= Assess release dispersion, consequent exposure and contamination

— [Condusive Ops ]

* Infer an Exposure Grade
* Map the Output

{Resu.’ts Communication Ops ]

* (Create (automatically) the web-publishable Situation Report
* Update the embedded SAW Server

Fig. 517 The RDD event assessment workflow.

The workflow as describeid served bythe architecturepresented in Figb.

It integrates the RDBpecific modules mphasized on black backgroundwith
the resources engines and data librariésshared by all the executive codes in a
more comprehensivesoftwae platform undetanding development by Team
Environment of IFINHH Department of Life and Eimonmental Physics, the
aut horsdé employer.

In-house known asSituation Assessment WorkshbpSAW (Fig. 7) the
platform addresses risks and vulnerabilities in a variety of critifedstructures,
assests and resources including, apart from the Nuclearatteedous Materials;
the Waterd surface and ground; Land; and the Spasatellites, balistic threats
and NeaEarth objects (NEQ)while remaining open to other initiativeend
applications

3. RESULTS

On the 20 and 21 of November 2013 the International Atomic Energy
Agency (IAEA) has conductedhe Bab-al-Maghrib dirty bomid emergency
simulation exercise With a 26 hour duration, the operation has mobilized the
centers of emrgency response from 57 States and nine international organizations,
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medical facilities and public hygiene, security services and the mealled to

assess the response to violent and unplanned discharges of radioactivity into the

atmosphere, as well &lse possible effects on local industries and tramgyding
the implications for exports and imports of goods.

ResidentDEM Lib

Resident GIS Lib Target

r Meteo forecast ResidentMet Lib

i Web Map Provider Web Met Provider
Resident Nuclear Data Lib

Nuclide Mix Engine
Model Input Interface RDD-I Cloud Rise Engine

RDD-I Dispersion Engine

RDD-E Cloud Rise Engine

RDD-E Cloud Rise Engine

Model Input Interface
Time-integrated Airborne Con (kBgxs/m?)
Ground Deposition Rate (kBg/m?xs)
Ground Deposition (kBg/im?)

Dosimetric Engine - N s
External Doses, air immersion, groundshine (mSv) eW companen

Inhalation Doses (kBg/(m2.s)) I:l Inherted components

Diagnostic Engine
Countermeasures recommended
Health Effects in attention

Communication Engine: SAW Server

Fig. 61 The architecturef the RDD application

The emergency scenamoverediwo simulatedRDD events' in the pot of
Tangier Med anet a location inMarrakech Meding Morocco(Fig. 8), triggeting a

series of 6act ual 6, imdigatiohsdon the paltidpatiagn d

governments and responding organizati@is.
The authors of this papérave retainednly elements othe geographical

framework in the Bab-al-Maghrib drill, for the limited purpose to test the
sensitivity of a puff trail model i thought to better fit the constraints and

requirements of the events in questimthe followingconsequentidiactors:
1 TheRDD type: explosive or incendiary

Opercei
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1  The madioactivitypropulsion mechanism: explosive impulse or fire heat
pumping.

1 The elease duration: cca 1 second for explosiveimpulse a few
secondto a few minutes for incendiary devices.

i The ise mechanism of the radictive cloud: synchronous puffs
column, or chain ofime-sequened puffs.

1 The neteorology of the event: wiriddirection and speed; atmospheric

stability; precipitations.

The erraini orography configuration, roughness.

The inherent scale of RDD physicafffects: areas with a radius of

hundreds of metersipto a few kilometers.

1 The complexity otheevent: single hit, or multiple hits, associated.
A sampling through the results is presented in the sequel. Graphics and
textual material is extracted at rimeé directly from theRDD i
Radioactive Dispersion Deviceapplication A rather uniform format
enables a comparison revealing similarities and differences following
from specific release and dispersion mechanisms of the RDD devices:
explosive (Figs. 9 andll) and fire (Figs. 10 and 12), respectively. The
format delivers, in sequence: the spatial representation of the dispersion
cloud; the exposure mdp cloud footprint on the ground; the isodose
contour ma p ; the dose gridngthe el d; and
input / output data and informatior(§ig. 13). An example of the
compound effect of a couple dime-correlated eventss given in
Fig. 14, while Fig.15 collates fragments from a casanclusive
6Situation Reportd (SitRep).

A summary of the mostalient observations follows.

A. Simulation of aexplosiveRDD event

1 The maximum height of the dispersion clodirectly depend on the
power of the chemical explosion

1 The mdioactive cloudsbehave ascolumrs starting at source as
synchronous verticabmws of puffs; a columnar cloud evolves as a pole
gradually bending downwind (under the wind vertical shear effect) and
having the base in a permanent virtual contact with the gréamds
long as theterrain elevationsmaintain azero or positive gradient
subsequely the column maydetachitself from the groundin areas
with negative gradients, and may also get fragmented by the wind. It is
conservatively considered that the clouds cannot penetrate the inversion lid

i The cloud footprint starts, practiéal at source which entailshigh
dosesin the explosion epicentral area;

= =4
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Off the source cloud footprint shapes would strongly depend on the
atmospheric stability;

Overall, cloud footprint is responsive to the terrain orography acting
| i ke -wavedrbgphnhmge s s 6; t h e in stdble(stratified)i s
atmospheresnd appears attenuated in unstable atmospheres featuring
strongevertical mixing rate.

- -+, Applicability: whenever www. available

RADIATIONS

Mode 1, Online:
Objective: Secure an up to 72-hour-ahead data repository
Operations: Primary data acquisition;

Data pre-processing, formatting, storage.
1 el | L !
] * - ] Y Ry

- E e

Mode 2, Standalone:
Objective: Do the substantive assessment and get results as expected
Operations: Run the appropriate models/modules;

Automatically compile visual and alpha-numeric output
] in web-publishable format (e.g. *.html), as SitReps.

Applicability: 24/7.

Saem 0

— @, Mode 3, Online

Objective: Publish and deliver results
" Operations: Place the web-compliant SitReps on the platform’s
embedded server, or on 3rd-party systems,
to be accessed by authorized users.
Applicability: whenever www. available.

RECORDS UTILITIES DOCURENTS

J

Fig. 717 SAWT an inhouse risk and vulnerability assessmid@nplatform

evi
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Fig. 81 Eventlocatiors, in the Babal-Maghrib emergency simulatioaxercise

B. Simulation of amcendiaryRDD event

1

The maximum stabilized height of the dispersion cloud depends on (i)
the thermal power of tharé heat pumpingand (ii) the atmospheric
stability over the tpersion duration;

The mdioactive cloudsonsist of timed sequences of puffs following
each other; in the source area their trajectorguizvedin the vertical
plane,the puff heights incrementing with the horizontal distance from
source; farther fromaurce the cloud evolves into aillipsoid at a
height determined by the heat content and the atmospheric stability. The
cloud follows the terrain at heights reflecting the difference between the
stabilized elevations of the puff centers and their groumnzkefers, but

not lower that 1 meter, and are subject to variations in velocity
according to the wind shear law. Again, itcisnservatively consided

that the clouds can npenetratéhe inversionit.



